


The Challenge
The spur for change at the unit came from the annual ACPO 
eCrime Conference in 2008 where various Law Enforcement 
presenters outlined the massive increases in the volume of 
work that High Tech Crime Units should expect. Suffolk’s 
HTCU is already seeing that upsurge in demand. It handled 
389 jobs in 2007, 470 in 2008 and in 2009 it is expecting 
around 600 jobs. With several devices per job, it expects to 
investigate around 2,000 physical devices with an excess of 
100 terabytes of data this year.

The Stone Group’s Solutions Team also attended the ACPO 
eCrime conference demonstrating their new generation of 
ProManaged Forensic Workstations and Forensic Solutions, 
and Green and his colleagues were impressed with what was 
possible. “That was our catalyst for change and we decided 
it was time to do something about it. After the conference, 
we put various business cases together, which said why we 
needed to change.” 

Stone Group’s Solutions Team conducted a site survey of 
the old premises and talked through the requirements with 
staff, from which they produced some detailed technical 
specifications for a new Forensic Solution. “What we did 
was look at the storage, server and backup requirement first 
before we looked at the workstations – they were effectively 
an add-on.”

Prior to the change, the HTCU had no server and data 
was stored on external SATA Caddy based hard disks. This 
presented a number of problems not just in capacity, but also 
in stability and reliability. “They’re just not designed to be 
continually turned on and off and dragged around all over the 
place”, says Green. In addition, the machines used for analysis 
were essentially high-end gaming type systems, rather than 
purpose built Forensic Workstations.

With only one machine per analyst and each machine used 
for both imaging the devices that come into the unit and 
conducting the analysis, Suffolk had a potential bottleneck 
situation as more work came in. Some forces have large 
backlogs of case work, but Suffolk HTCU wanted to keep the 
turnaround time for cases to a minimum.

Suffolk also wanted to ensure the unit was compliant with 
ACPO’s standard for Management of Police Information, 
which meant backing up and archiving data in case an 
investigation needed revisiting on appeal. “It was a case that 
we needed to be able to comply with all the legislation and 
be fully resilient so if we did have a problem we could get 
back up and running again. We did have cases in the past 
where we had a problem with power or a drive dropped out 
and we just couldn’t recover the data so we had to redo the 
work again assuming the exhibit was still available.”

In all, the case for change was very compelling and Green 
explains: “We’d reached the point where if we hadn’t done 
something the unit would have ceased to be. We couldn’t 
just go on buying more and more SATA Caddy based hard 
disks. The machines weren’t working properly and we were in 
danger of getting into a position where we couldn’t turn work 
round fast enough.”
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The Solution
Stone’s initial site survey had produced a full technical specification for the 
Forensic Solution and the Unit evaluated a couple of the Forensic Workstations, 
which it was impressed with. As well as introducing a state-of-the art forensic 
solution and numerous workstations, the solution provided by the Stone 
Group has changed working practices within the HTCU, by eliminating 
potential bottlenecks and introducing a fully resilient architecture.

When a device is submitted for analysis, a forensic copy of the device is made using four 
dedicated Imaging Systems, and it’s copied on to the Centralised Storage System and 

backed up. When an analyst then comes to process the work, they pull the data down to the 
local Workstations for analysis, as the forensic investigation software functions more efficiently 

when working with the case images locally within the investigators’ workstations.

In addition, each analyst has two to three analysis machines to work on, improving the case work throughput by 100%. It’s 
currently collecting stats for its first months of operation, but initial figures show it has processed as much data in a single 
month as it did in two months prior to the change. Having multiple machines also helps analysts manage their workloads more 
efficiently, says Green. Long, complicated cases with multiple devices can be run on one machine, while quicker, simpler jobs like 
the search for a particular document or e-mail are pushed through onto another machine.

The Verdict
With a competitive tender conducted for the entire solution, 
Suffolk Police HTCU says it settled on the solution from the 
Stone Group for a number of reasons. First, Green says the 
Stone solution was competitive on price and also purchased 
an aftercare package which was key for the unit. “It was 
very important for us to get support from Stone. Should 
something go wrong with any part of the solution, we have 
one number to call which is ideal. An engineer comes on 
site once a month, and they perform housekeeping tasks, 
ensure back-ups are working correctly and install any security 
patches and software updates. 

“With our old set-up, you would often find us lying on the 
floor surrounded by cables trying to sort machines out. Touch 
wood that hasn’t happened yet, so our analysts are able to 
analyse the whole time rather than having to manage their IT 
set-up.”

The other important factor in Stone Group’s favour was its 
domain expertise. Neighbouring forces’ High Tech Crime Units 
in Cambridge, Essex and Norfolk Constabularies all use Stone 
supplied Forensic Solutions, and Green says after networking 
with colleagues at national conferences, it found Stone came 

highly recommended. “Because they’ve worked for a number 
of High-Tech Crime Units, they appreciate everything from the 
politics of working in a police force to the fact that we have to 
be very secure in everything we are doing. They understand 
the data management and throughput side of things. It’s 
a high speed NAS Gateway based Storage Solution that is 
stable, offers capacity and is as flexible and as future proof as 
can possibly be.”

Green says if the unit wasn’t invested in, the alternative 
was to outsource the work, at a huge cost to Suffolk 
Constabulary. “It was clear that the investment was actually 
saving the Force a significant amount of money .” 
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